DEPARTMENT OF THE AIR FORCE
DETACHMENT 4, HEADQUARTERS AIR COMBAT COMMAND
BARKSDALE AIR FORCE BASE, LOUISIANA

MEMORANDUM FOR AETC/AG6XP

FROM: AFNETOPS/CC
245 Davis Avenue East
Barksdale AFB LA 71110-2279

SUBJECT: Authorization to Operate (ATO) and Authorization to Connect (ATC) for
Consolidated Telephone Operators - AETC (CTO) Version 1.0 (Authorization
Termination Date [ATD]: 30 June 12)

1. As the system Designated Accrediting Authority (DAA), | hereby grant an ATO for CTO
version 1.0. This accreditation is my formal declaration that appropriate system security
measures and/or countermeasures have been properly implemented and that a satisfactory level
of security is present.

2. Further, as AFNetOps/CC, I hereby grant CTO version 1.0 an ATC to connect to the Air
Force Global Information Grid (AF-GIG) interfacing the NIPRNet.

3. My decision to grant this ATO and ATC is based on the certification determination of the AF
Certifying Authority and supported by the analysis of the Information Technology Lean
Database, DIACAP artifacts and supporting documentation.

4. This accreditation and connection authorization is valid until the ATD specified above.
Reaccreditation will be required sooner if there is any change affecting the security posture,
architecture or configuration of the system. Operations outside the boundaries of the references
specified above will invalidate this approval and are cause to revoke or rescind this
authorization.

5. It is the responsibility of the senior official in charge of the system at each implementation
location to ensure any change in configuration, mode of operation, or other modification is
analyzed to determine system security impact(s); is appropriately addressed through the CTO
version 1.0 configuration management process; and is properly acted upon to maintain a level of
security consistent with the requirements established in the Enterprise Information Technology
Data Repository (EITDR) and DIACAP Comprehensive Package. Further, the Information
Assurance Manager must ensure annual reviews are conducted IAW FISMA/DIACAP and the
results are entered in the EITDR. The certifying agency will update the EITDR accordingly, and
ensure a copy of this accreditation letter remains on file with any related support documentation.
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6. This decision is for this version only as implemented in the aforesaid documentation. My
Information Assurance validation OPR for CTO version 1.0 is the HQ AFCA Consultation and
Assessments Branch, HQ AFCA/EVSS, 618-229-6849 (DSN 779-6849) or e-mail:

afca.evss@us.af.mil.

CC:

HQ AFCA/EV

HQ AFCA/EVS
MAJCOM A6 Offices
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DAVID N. SENTY
Major General, USAF
Commander
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